@ CODERED lR ( IS0 27001:2022 | ISO 27017:2015 | TOP 250 MSSP )

NACSA Certified: MSOC Monitoring Service License | Penetration Testing Service Provider License

Credit-Activated Security Services — Instant. Global. No Retainers.
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ZERO RETAINER OVERHEAD INSTANT ACTIVATION FULL SPECTRUM COVERAGE

Procure comprehensive security services upfront Deploy certified experts immediately, dramatically Access 10 essential security services from incident

without annual fees or mandatory monthly spend reducing MTTR and minimizing breach impact response to remediation support under one flexible
credit model

SERVICES & CREDIT USAGE

SERVICE DESCRIPTION CREDITS

Incident Response Full NIST IR Lifecycle support (Containment, Eradication, Recovery) for active Min. 3 Credits
(IR) breaches including ransomware, unauthorized access, and data exfiltration

Per SR ticket

Compromise Assessment Investigation analyzing systems, logs, and artifacts for IOCs, active threats, or Min. 5 Credits
(CA) dormant malware

Per SR ticket (5 man-days)
Penetration Testing Authorized simulated cyberattacks to identify vulnerabilities and validate defensive Min. 10 Credits
(PT) capabilities

Equivalent to 10 man-days effort
Vulnerability Assessment Automated and manual identification of security vulnerabilities using scanning tools Min. 3 Credits
(VA) and testing methodologies

Up to 50 hosts/IP addresses
Red Teaming Goal-oriented adversary simulation testing detection and response capabilities across Min. 3 Credits
(RT) people, processes, and technology

Per test case (varies by complexity)
Takedown Services Removal of malicious infrastructure including phishing sites, fraudulent domains, and m
(Managed Takedown) C2 servers

Per site takedown
Malware Analysis Static and dynamic analysis to understand malware functionality, behavior, and Min. 3 Credits
(MA) indicators of compromise

Per SR ticket
Awareness Training Security awareness training to educate employees on cyber threats, social engineering @ VT
(Security Training) tactics, and secure behavior practices

Per SR ticket
Phishing Assessment Controlled simulations testing employee susceptibility to social engineering and Min. 5 Credits
(Social Engineering) identifying training needs

Up to 500 employee emails
Security Remediation & Hands-on technical assistance to implement security fixes, configure controls, and Min. 3 Credits
Implementation deploy recommended solutions

(SRIS) Per SR ticket



